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APPENDIX OSS
(ACCESSTO OPERATIONS SUPPORT SYSTEMSFUNCTIONYS)

INTRODUCTION

1.1  This Appendix sets forth terms and conditions for nondiscriminatory access to
Operations Support Systems (OSS) “functions’ to CLEC for pre-ordering, ordering,
provisoning, maintenancerepar, and hilling provided by the applicable SBC
Communications Inc. (SBC) owned Incumbent Local Exchange Carrier (ILEC) and
CLEC.

1.2  SBC Communications Inc. (SBC) means the holding company which owns the
following ILECs. lllinois Bdl Teephone Company, Indiana Bel Teephone Company
Incorporated, Michigan Bell Telephone Company, Nevada Bell Telephone Company,
The Ohio Bel Teephone Company, Pacific Bell Telephone Company, The Southern
New England Telephone Company, Southwestern Bell Telephone Company and/or
Wisconsin Bdll, Inc. d/b/a Ameritech Wisconsin.

1.3  SBC-13STATE - Asused herein, SBC-13STATE means the gpplicable above listed
ILEC(s) doing busnessin Arkansas, Cdifornia, Connecticut, Illinais, Indiana, Kansss,
Michigan, Missouri, Nevada, Ohio, Oklahoma, Texas, and Wisconsin.

14  SBC-12STATE - Asused herein, SBC-12STATE means the gpplicable above listed
ILEC(s) doing busness in Arkansas, Cdifornia, Illinois, Indiana, Kansas, Michigan,
Missouri, Nevada, Ohio, Oklahoma, Texas, and Wisconsin.

15 SBC-8STATE - As used herein, SBC-8STATE means an applicable above listed
ILEC(s) doing business in Arkansas, Cdifornia, Connecticut, Kansas, Missouri,
Nevada, Oklahoma, and Texas.

16 SBC-7STATE - Asused herein, SBC-7STATE means the applicable above listed
ILEC(s) doing businessin Arkansas, Cdifornia, Kansas, Missouri, Nevada, Oklahoma,
and Texas.

1.7 SBC-SWBT - As used herein, SBC-SWBT means the gpplicable above listed
ILEC(s) doing businessin Arkansas, Kansas, Missouri, Oklahoma, and Texas.

18 SBC-AMERITECH - As used herein, SBC-AMERITECH means the gpplicable
above ligted ILEC(s) doing businessin lllinais, Indiana, Michigan, Ohio, and Wisconsin.

19 PACIFIC -As used herein, PACIFIC means the gpplicable above listed ILEC doing
busnessin Cdifornia
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110 NEVADA - Asused herein, NEVADA means the gpplicable above listed ILEC doing
businessin Nevada

1.11 SNET - Asused herein, SNET means the gpplicable above listed ILEC doing business
in Connecticui.

1.12 SBC-13STATE has edablished peformance measurements to illustrate non
discriminatory access. These measurements are represented in Appendix Performance
Measurements.

DEFINITIONS

21 “LSC” means (i) the Locd Service Center (LSC) for SWBT, PACIFIC, and
NEVADA,; (ii) Loca Exchange Carrier Center (LECC) for SNET; and (jii) Information
Industry Service Center (11SC) for SBC-AMERITECH.

22 “LOC” means (i) the Loca Operations Center (LOC) for SWBT, PACIFIC,
NEVADA, and SNET; and (ii) the Customer Response Unit (CRU) for SBC-
AMERITECH.

GENERAL CONDITIONS

3.1 Resdefunctionswill be accessible viaeectronic interface(s), as described herein, where
such functions are available. The Parties agree that eectronic order processing is more
efficient than manua order processing. During implementation the Parties will negotiate
athreshold volume of orders after which eectronic ordering is required. Once CLEC is
submitting more than the agreed to threshold amount, but not later than twelve (12)
months from the Effective Date of this Agreement, CLEC will no longer submit orders
manualy (and SBC-13 STATE shdl not be required to accept and process orders
manualy) except when the dectronic order processing is unavailable for a substantia
period of time, or where a given order cannot be processed eectronically.

3.2  Proper Use of OSSinterfaces:

3.21 For SBC-7STATE, CLEC agrees to utilize SBC-7STATE dectronic
interfaces, as described herein, only for the purposes of establishing and
maintaining Resde Servicesthrough SBC-7STATE. In addition, CLEC agrees
that such use will comply with the summary of SBC-7STATE's Operating
Practice No. 113, Protection of Electronic Information, titled “Competitive
Locd Exchange Carrier Security Policies and Guiddines’. Failure to comply
with such security guiddines may result in forfeiture of electronic access to OSS
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functiondity. In addition, CLEC shdl be responsble for and indemnifies SBC-
7STATE agang any cod, expense or liability relating to any unauthorized entry
Or access into, or use or manipulation of SBC-7STATE’s OSS from CLEC
systems, workgtations or terminals or by CLEC employees or agents or any
third party gaining access through information and/or facilities obtained from or
utilized by CLEC and shdl pay SBC-7STATE for any and al damages caused
by such unauthorized entry.

3.2.2 For SNET region, CLEC agrees to access and utilize SNET's Enhanced
Services Access Platform, (ESAP), only for the purposes described herein.
CLEC agress that its access and use of ESAP shdl, at dl times, comport with
SNET's “Wholesdle CIWin User Guide’, “EF User Guide’, “ESAP Ingdlation
Guide’, “ESAP Help Dex Guide’, “CLEC Mechanized Interface
Specification”, and any other guide describing the interface or interface
requirements that SNET may, from time to time, provide CLEC (collectively,
the “Guides’). Falure materidly to adhere to any materia provison of such
Guides may result, among other things, in forfeiture of eectronic access to
SNET’s OSS functionality via ESAP upon notice. In addition, CLEC shdl be
respongble for and indemnifies SNET againg any cog, expense or ligbility
relating to any unauthorized entry or access into, or use or manipulation of
SNET’'s OSS or ESAP from CLEC complimentary systems, workstations or
terminds or by CLEC employees or agents any third party gaining access
through information and/or facilities obtained from or utilized by CLEC and shdll
pay SNET for any and al damages caused by such unauthorized entry.

Within SBC-7STATE regions, CLEC's access to pre-order functions described in
4.2.2 and 4.3.2 will only be utilized to view Customer Proprietary Network Information
(CPNI) of another carrier’s End User where CLEC has obtained an authorization for
release of CPNI from the End User and has obtained an authorization to become the
End User’s Loca Service Provider. Within SNET, and SBC-AMERITECH regions,
CLEC's access to pre-order functions described in 4.2.2 and 4.3.2 will only be utilized
to view Customer Proprietary Network Information (CPNI) of the applicable ILEC's
or requesting CLEC's End User account where CLEC has obtained an authorization
for release of CPNI from the End User and has obtained an authorization to become
the End User's Locd Service Provider. The authorization for release of CPNI must
subgtantidly reflect the following:

3.3.1 Within SBC-7STATE regions, “This written consent serves as indruction to al
holders of my locd exchange telecommunications Customer Proprigtary
Network Information (CPNI) and account identification information to provide
such informetion to the undersigned CLEC. Specificaly, | authorize disclosure
of my account billing name, billing address, and directory liging information, and
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CPNI, including, service address, service and feature subscription, long
distance carrier identity, and pending service order activity. | have authorized,
CLEC to become my locd service provider. This Authorizetion remains in
effect until such time tha | revoke it directly or appoint another
individua/company with such capacity or undersgned receives notice to
disconnect my loca exchange service or notice that a service disconnect has
been performed. At and from such time, this Authorization is null and void.”

Within SNET region, “Thiswritten consent serves asingruction to al holders of
any locd exchange tdecommunications Customer Proprigtary Network
Information (“CPNI”) and account identification information to provide such
information to [Name of CLEC]. Specificdly, | authorize disclosure of any
account billing name, billing address, and directory liging information, and
CPNI, including, service address, service and feature subscription and long
digance carrier identity. This Authorization remains in effect until such time as|
[Name of Customer] revoke(s) it directly or appoint(s) another
individua/company with such capacity or [Name of CLEC] receives notice to
disconnect my loca exchange service or notice that a service disconnect has
been performed. At and from such time, this Authorization is null and void.”

In SBC-13STATE regions, the CLEC may choose to use this CPNI language
(in Section 3.3.3) in lieu of usng the CPNI language in sections 3.3.1 or 3.3.2
above (depending on region). CLEC must have documented authorization for
change in local exchange sarvice and release of CPNI that adheres to dl
requirements of state and federd law, as applicable.

3.3.3.1 This section gpplies to PACIFIC ONLY for those CLECs who
opted to use CPNI language in Section 3.3.3. For resdence End
Usars, prior to accessing such information, CLEC shdl, on its avn
behdf and on behdf of PACIFIC, comply with dl gpplicable
requirements of Section 2891 of the Cdifornia Public Utilities Code
and 47 USC 222 (and implementing FCC decisions thereunder), and,
where accessng such information via an dectronic interface, CLEC
ghall have obtained an authorization to become the End User's loca
savice provider.  Accessng such information by CLEC shdl
condiitute certification that CLEC is in compliance with applicable
requirements of Section 2891 and Section 222 (and implementing
FCC decisions thereunder) and has complied with the prior sentence.
CLEC dhdl receive and retain such information in conformance with
the requirements of 47 USC 222 (and implementing FCC decisons
thereunder). CLEC agrees to indemnify, defend and hold harmless
PACIFIC againg any clam made by a resdence End User or
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governmentd entity againg PACIFIC or CLEC under Section 2891
or Section 222 (and implementing FCC decisions thereunder) or for
any breach by CLEC of this section.

3.34 Throughout SBC-13STATE region, CLEC is soldy responsble for
determining whether proper authorization has been obtained and holds SBC-
13STATE harmless from any loss on account of CLEC's failure to obtain
proper CPNI consent from an End User.

By utilizing eectronic interfaces to access OSS functions, CLEC agrees to perform
accurate and correct ordering as it relates to the application of Resale rates and
charges, subject to the terms of this Agreement and gpplicable tariffs dependent on
region of operation. CLEC is dso respongble for dl actions of its employees using any
of SBC-13STATE's OSS systems. As such, CLEC agrees to accept and pay dl
reasonable costs or expenses, including labor codts, incurred by SBC-13STATE
caused by any and al inaccurate ordering or usage of the OSS, if such costs are not
aready recovered through other charges assessed by SBC-13STATE to CLEC. In
addition, CLEC agrees to indemnify and hold SBC-13STATE harmless againg any
cdam made by an End User of CLEC or other third parties againg SBC-13STATE
caused by or related to CLEC's use of any SBC-13STATE OSS. In addition, SBC-
13STATE retains the right to audit al activities by CLEC usng any SBC-13STATE
OSS. All such information obtained through an audit shall be deemed proprietary and
shdl be covered by the Parties Non-Disclosure Agreement signed prior to or in
conjunction with the execution of this Agreemen.

In areas where Resde Service order functions are not available via an eectronic
interface for the pre-order, ordering and provisoning processes, SBC-13STATE and
CLEC will use manua processes. Should SBC develop eectronic interfaces for these
functions for itsdf, SBC will make dectronic access available to CLEC within the

Specific operating region.

The Information Services (1.S) Cal Center for the SBC-8STATE region, and the
Resource Center for the SBC-AMERITECH region provides for technical support
function of eectronic OSS interfaces. CLEC will dso provide a single point of contact
for technicd issues related to the CLEC' s dectronic interfaces.

SBC-13STATE and CLEC will establish interface contingency plans and disaster
recovery plansfor the pre-order, ordering and provisoning of Resale services.

The Parties will follow the final adopted guiddines of Change Management, as may be
modified from time to time in accordance with the Change Management principles.
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SBC-13STATE will and CLEC may participate in the Order and Billing Forum (OBF)
and the Tdecommunications Industry Forum (TCIF) to establish and conform to
uniform industry guiddines for dectronic interfaces for pre-order, ordering, and
provisoning. Nether Party waives its rights as participants in such forums or in the
implementation of the guiddines. To achieve system functiondity as quickly as possible,
the Parties acknowledge that SBC-13STATE may deploy interfaces with requirements
developed in advance of industry guiddines. Thus, subsequent modifications may be
necessay to comply with emerging guiddines. CLEC and SBC-13STATE are
individualy responsible for evauating the risk of developing their respective sysems in
advance of guidelines and agree to support their own system modifications to comply
with new requirements. In addition, SBC-13STATE has the right to define Locd

Service Request (LSR) Usage requirements according to the Generad Section 1.0,

paragraph 1.4 of the practices in the OBF Loca Service Ordering Guiddines (LSOG),
which gates. “Options described in this practice may not be gpplicable to ndividua
providers tariffs, therefore, use of ether the field or vaid entries within the fidld is based
on the providers tariffs/practices.”

Due to enhancements and on-going development of access to SBC-13STATE’'s OSS
functions, certain interfaces described in this Appendix may be modified, temporarily
unavailable or may be phasad out after execution of this Appendix. SBC-13STATE
shal provide proper notice of interface phase-out as required by the Change
Management process.

CLEC is responsible for obtaining operating system software and hardware to access
SBC-13STATE OSS functions as specified in: “Requirements for Access to
Southwestern Bell OSS Functions” and “ Requirements for Access to Pacific Bell OSS
Functions’ and “SNET W-CIWin Inddlation Guide’ and “Ameritech Electronic
Service Order Guide’, or any other documents or interface requirements subsequently
generated by SBC-13STATE for any of itsregions.

PRE-ORDERING

4.1

4.2

SBC-13STATEwWill provide red time access to pre-order functions to support CLEC
ordering of Resde sarvices. The Parties acknowledge that ordering requirements
necessitate the use of current, real time pre-order information to accurately build service
orders. The following lists represent pre-order functions that are available to CLEC so
that CLEC order requests may be created to comply with SBC-13STATE region
gpecific ordering requirements.

Pre-ordering functionsfor Resale Servicesinclude:



4.3

4.2.1

4.2.2

4.2.3

4.2.4

4.2.5

4.2.6

4.2.7

APPENDIX OSS-RESALE - SBC-13STATE
PAGE 9 OF 26

SBC-13STATE/CLEC

090700

For SBC-7STATE, features and services available at a vaid service address
(as applicable) or, for SNET, featureswill be available based on NPA-NXX;

Access to SBC-13STATE retail or resold CPNI and account information for
pre-ordering will include: billing name, service address, hilling address, service
and festure subscription, directory listing information, long distance carrier
identity, and for SBC-12STATE only, pending service order activity. CLEC
agrees that CLEC' s representatives will not access the information specified in
this subsection until after the End User requests that his or her Loca Service
Provider be changed to CLEC, and an End User authorization for release of
CPNI complies with conditions as described in section 3.2 of this Appendix.

A telephone number (if the End User does not have one assigned) with the End
User on-ling

Service availability datesto the End User (where available);
Information regarding whether digpaich is required;

For SBC-12STATE, Primary Interexchange Carrier (PIC) options for
intraLATA toll and interLATA toll; and

Service address verification.

Electronic Accessto Pre-Order Functions:

43.1

4.3.2

SBC-SWBT Resale Services Pre-order System Availability: SBC-
SWBT will provide CLEC access to one or more of the following systems

4.3.1.1 Reddentid Easy Access Sdes Environment (R-EASE): REASE is
an ordering entry system through which SBC-SWBT provides CLEC
access to the functions of pre-ordering to order SBC-SWBT
residentiad Resale services.

4.3.1.2 Busdness Easy Access Sdes Environment (B-EASE): B-EASE isan
ordering entry system through which SBC-SWBT provides CLEC
access to the functions of pre-ordering to order SBC-SWBT
business Resale services.

PACIFIC and NEVADA Resale Services Pre-Order System
Availability: PACIFIC will provide CLEC access to the following system:
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4.3.2.1 Sevice Order Retrievd and Didribution (SORD) is available for the
pre-order function of viewing the CPNI, when SORD is used to
order PACIFIC Resde service.

4.3.2.2 SaWriter is avalable for the pre-ordering functions ligted in section
4.2 when StarWriter is used to order PACIFIC sngle line, basc
exchange, resdential Resde services.

SNET Resale Service Pre-Order System Availability:
SNET will provide CLEC access to the following applications through its
proprietary W-CIWin interface.

4331 W-SNAP is an order entry application through which SNET
provides CLEC access to pre-ordering functiondity embedded in the
ordering toal.

4.3.3.2 CCTOOLS is atoolbar that provides icons for accessing pre-order
GUI agpplications.

4.3.3.3 Electronic Forms (EF) is an automated workflow process for
obtaining pre-order information for specific complex resde products.

2

ET Resale Services Pre-Order System Availability:
ET will provide CLEC accessto its MSAP:

2

4.3.4.1 MSAPisan Electronic Data Interchange (EDI) based interface which
provides access to pre-order functions.

SBC-AMERITECH Resale Services Pre-Order System Availability:
SBC-AMERITECH will provide CLEC access to the following sysem:

4.35.1 TCNe and EDI are available for the pre-ordering functions listed in
section 4.2.

Resale Pre-order System Availability: SBC-7STATE will provide CLEC
access to the following systems (except as noted in section 4.3.6.3):

4.3.6.1 DataGate is a transaction-based data query system through which
SBC-7STATE provides CLEC access to pre-ordering functions.
This gateway shdl be a Transmisson Control Protocol/Internet
Protocol (TCP/IP) gateway and will, once CLEC has developed its
own interface, dlow CLEC to access the pre-order functions for
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Resde services. An industry standard EDI/CORBA Pre-ordering
Gateway is dso provided by SBC-7STATE. This pre-ordering
gateway supports two structural protocols, EDI and CORBA, as
recommended by the technical industry committees. EDI/CORBA,
like DataGate, is an agpplication-to-agpplication interface that can be
integrated with the CLEC's own negotiation system and that supports
both Resdle services. Where DataGate follows industry guideines,
but is based on SBC-7STATE's proprietary pre-ordering
functiondity, EDI/CORBA is an industry-wide standard pre-ordering
interface.

4.3.6.2 Veigae is a CLEC interface developed by SBC-7STATE that
provides access to the pre-ordering functions for Resde Services.
Verigate is accessble via Toolbar.

4.3.6.3 CESARIisa PACIFIC and NEVADA sysem which is available on
an interim basis provides pre-order functions for Resdle service, with
the exception of viewing CPNI. The pre-order functiondity of
CESAR will bereplaced by Verigate.

4.4  Other Pre-order Function Availability:

44.1

4.4.2

Where pre-ordering functions are not avalable dectronicdly, CLEC will
manually request this information from the LSC, dependent on operating region,
for incluson on the service order request.

Upon request, but not more frequently than once a month, SBC-SWBT will
provide CLEC certain pre-order information in baich transmisson for the
purposes of back-up data for periods of sysem unavailability. Specificdly for
SBC-SWBT and SBC-AMERITECH, the following database information
may be dectronicdly provided: Street Address Guide (SAG) Guide, Service
and Feature Avallability by NXX, and a PIC list, to support address
verification, service and feature availability and PIC availahility, respectively.
Spedifically for PACIFIC, the following database information may be
eectronicaly provided: Stregt Address Guide (SAG) Guide (with planned
availability no later than June ¥, 2000), and a PIC ligt, to support address
veification, service and feature availability and PIC availability, respectively.
The Parties recognize such information must be used to construct order requests
only in exception handling Stuaions.

ORDERING/PROVISIONING
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SBC-13STATE provides access to ordering functions (as measured from the time

SBC-13STATE receives accurate service requests from the interface) to support

CLEC provisoning of Resale services via one or more eectronic interfaces. To order
Resde sarvices, CLEC will format the service request to identify what festures,
sarvices, or dements it wishes SBC-13STATE to provison in accordance with
apoplicable SBC-13STATE ordering requirements. SBC-13STATE will provide

CLEC accessto one or more of the following systems or interfaces:

Resale Service Order Request System Availability:

521 InSBC-SWBT:

5211

5212

5213

R-EASE is available for the ordering of resdential Resale services.
B-EASE isavailable for the ordering of business Resdle services.

SORD interface provides CLECs with the ability to creste Resde
orders as well as certain complex Resde orders that cannot be
ordered through Easy Access Sdes Environment (EASE), Electronic
Data Interchange (EDI) or Local Exchange (LEX). In addition, the
SORD interface supports the modification of service orders submitted
dectronicdlly by CLEC. The Paties agree tha the following
conditions are applicable to dectronicaly generated service orders
with errors corrected via SORD: If CLEC chooses to use SORD to
issue orders, then CLEC becomes responsible for correction of all
sarvice order errors between order gpplication and order completion
that occur on mechanicaly generated service orders created or
modified by CLEC. CLEC may need to cal the LSC to obtan
additiond information. CLEC may aso choose to clear service order
errors, even though CLEC is not initiating service orders via SORD.
CLEC would then become responsible for correction of al errors, as
detailed above. For terms and conditions for service order error
correction within SORD, see section 5.4.3.

5.2.2 InNEVADA only:

5221

5222

Pecific Bdl Service Manager (PBSM) is available for ordering
Centrex and ISDN Resale services.

When available, SORD system will support the ordering of dl Resde
Services.
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In PACIFIC only:

5.2.3.1 StarWriter supports the ordering of sSingle line, basic exchange, and
resdential Resale services.

5.2.3.2 Pafic Bdl Service Manager (PBSM) isavailable for ordering
Centrex and ISDN Resde services.

5.2.3.3 SORD system supports the ordering of al Resale Services.

In SNET, Resdle ordering is supported by W-CIWin SNET's proprietary
GUI interface).

5.2.3.1 W-SNAP is made available for the ordering of non-complex Resde
products and services.

5.2.3.2 Order Negotiation (as part of CCTOOLS) is made available for the
ordering of complex Resale products and services.

5.2.3.3 Electronic Forms (EF) is an automated workflow process for
ordering of specific complex Resale products and services.

5.3 Resale Service Order Request Ordering System Availability:

531

5.3.2

SBC-13STATE makes available to CLEC an Electronic Data Interchange
(EDI) interface for transmisson of SBC-13STATE ordering requirements via
formats provided on the Loca Service Request (LSR) as defined by the OBF
and via EDI mapping as defined by TCIF. In ordering and provisoning Resde,
CLEC and SBC-13STATE will utilize industry guiddines developed by OBF
and TCIF EDI to transmit data based upon SBC-13STATE’sResale ordering
requirements, dependent on operating region. In addition, Loca Number
Portability (LNP) and, where gpplicable, Interim Number Portability (INP), will
be ordered consigtent with the OBF L SR and EDI process.

For SBC-SWBT the SORD interface supports the modification of service
orders submitted eectronicaly by ALEC. The Parties agree that the following
conditions are applicable to dectronicaly generated service orders with errors
corrected via SORD: If CLEC chooses to use SORD to issue orders, then
CLEC becomes responsible for correction of al service order errors between
order gpplication and order completion that occur on mechanicaly generated
service orders created or modified by CLEC. CLEC may need to call the LSC
to obtain additional information. CLEC may aso choose to clear service order
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errors, even though CLEC is not initiating service orders via SORD. CLEC
would then become responsible for correction of al errors, as detailed above.
For terms and conditions for service order error correction within SORD, see
section 5.4.3.

In SBC-PACIFIC region, any service order errors will be corrected by the
LSC. CLEC will be given alist generated by the LSC of CLEC order errors,
and CLEC will be responsible for contacting their customer when necessary to
clear an error. With CLEC being the point of contact for their customer, the
CLEC agrees to respond timely to the LSC with correct information in order
for LSC to complete the correction of the error and subsequent completion of
the order.  For terms and conditions for service order error correction within
SORD, see section 5.4.3.

For SBC-SWBT and PACIFIC, LEX isan End User interface that provides
access to the ordering functions for Resale Services.

In SNET, MSAP (SNET's EDI-based industry standard app-to-app interface)
is available for the ordering of both complex and non-complex Resde Services.

Provisioning for Resale Services in SBC-SWBT: SBC-SWBT will provison
Resale services as detailed in CLEC order requests. Access to status on such orders
will be provided via the following eectronic interfaces:

54.1

54.2

54.3

Order Status will dlow CLEC to check service order status. Order Status and
Provisoning Order Status are both accessble via SBC-SWBT Toolbar. In
addition, pending orders can be viewed in SORD.

For EDI ordering, SBC-SWBT will provide, and CLEC shdl use, an EDI
interface for transferring and receiving orders, Firm Order Confirmation (FOC),
service completion, and, as available, other provisioning data and information.
SBC-SWBT will provide CLEC with a FOC for each Resde service request.

As detailed in sections 5.2.1 and 5.3.2, the Parties agree that the following
timelines are gpplicable to dectronicaly generated service orders with errors
corrected via SORD:

5.4.3.1 Errors occurring between gpplication and distribution must be
corrected within five (5) hours for a smple order and within twenty
four (24) hours for acomplex order;
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5.4.3.2 Error Service Order Image (ESOI) errors must be corrected within
three (3) business hours.

5.4.3.3 Seavice orders will be excluded from cdculation of the results for dl
rlated peformance measurements, described in Appendix
Performance Measurements, if CLEC fails to correct service order
errors within the timeframes specified in this Section 5.4.3.

5.4.3.4 Addtiondly, service orders with errors that occur after order
generation, but prior to distribution will not qudify for an SBC issued
FOC.

A file transmission may be provided to confirm order completions for R-EASE
or B-EASE order processing. Thisfile will provide service order information of
al digtributed and completed orders for CLEC.

Provisoning for Resde services in PACIFIC and NEVADA: PACIFIC and
NEVADA will provison Resale services as detailed in CLEC order requests. Access
to status on such ordersis provided via the following eectronic interfaces:

551

552

553

Pecific Bell Order Dispatch (PBOD) functions via DataGate alows CLEC to
check datus of basc exchange service orders that require fied work.
PACIFIC dso offers Provisoning order status to check the status of service
orders.

For EDI ordering, PACIFIC shal provide CLEC, and CLEC shall use, an EDI
interface for transferring and receiving orders, Firm Order Confirmation (FOC),
service completion, and, as available, other provisoning data and information.
PACIFIC will provide CLEC with a FOC for each Resde service.

For terms and conditions for service order error correction within SORD, see
section 5.4.3.

Provisoning for Resale Services in SBC-AMERITECH and SNET: SBC-
SMERITECH and SNET will provison Resde services as detailed in CLEC order
requests. Access to status on such orders will be provided via the following eectronic
interfaces:

5.6.1

For EDI ordering, SBC-AMERITECH and SNET provide CLEC, and
CLEC dhdl use, an EDI interface for transferring and receiving orders, FOC,
Service Order Completion (SOC), and, as available, other provisioning data
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and information. SBC-AMERITECH and SNET will provide CLEC with a
FOC for each Resale service.

6. MAINTENANCE/REPAIR

6.1

Two red time eectronic interfaces are accessible in each region to place, and check the
status of, trouble reports for both Resale services. Upon request, CLEC may access
these functions via the following methods:

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

In SBC-SWBT, Trouble Adminigtration (TA) system access provides CLEC
with SBC-SWBT software that dlows CLEC to submit trouble reports and
subsequently check status on trouble reports for CLEC End-Usars. TA will
provide the ability to review the maintenance higtory of a converted Resale
CLEC account. TA isaccessbleviaSBC-SWBT Toolbar.

In PACIFIC and NEVADA, Pacific Bell Service Manager (PBSM) dlows
CLECs to perform MLT, issue trouble tickets, view status, and view trouble
history on-line

In SBC-AMERITECH, Electronic Bonding for Trouble Adminidration
(EBTA-GUI) dlows CLEC to issue trouble tickets, view datus, and view
trouble history ort+line

In SNET the maintenance and repar functiondity for Resde services is
avalable via the MSAP EDI interface. In addition, for Resde products and
sarvices, trouble higory and trouble datus functions are avalable via
CCTOOLS.

In SBC-12STATE, Electronic Bonding Interface (EBI) is an interface that is
available for trouble report submisson and status updates. BBl conforms to
ANS guidedines T1.227:1995 and T1.228:1995, Electronic Communications
Implementation Committee (ECIC) Trouble Report Format Definition (TFRD)
Number 1 as defined in ECIC document ECIC/TRA/95-003, and dl guiddines
referenced within those dbcuments, as mutudly agreed upon by CLEC and
SBC-12STATE. Functions currently implemented include Enter Trouble,
Request Trouble Report Status, Add Trouble Information, Modify Trouble
Report Attributes, Trouble Report Attribute Vaue Change Natification, and
Cance Trouble Report, as explained in 6 and 9 of ANSI T1.228:1995. CLEC
and SBC-12STATE will exchange requests over a mutualy agreegble X.25-
based network.
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7. BILLING
71  SBC-7STATE will bill CLEC for Resold sarvices SBC-7STATE will send

1.2

associated hilling information to CLEC as necessary to dlow CLEC to perform billing
functions At minimum SBC-7STATE will provide CLEC hilling information in a paper
format or viamagnetic tape, as agreed to between CLEC and SBC-7STATE.

7.1.1 For Resde Servicesin PACIFIC, CLEC may dect to receive Custom Billing
Disk/ CD Bill. Cusgtom Billing Disk/ CD Bill provides an dectronic bill with the
same information as a paper bill dong with various reporting options.

7.1.2 For Resde Servicesin SBC-AMERITECH, CLEC may dect to receive its
bill on CD.

Electronic access to hilling information for Resale services will dso be avallable via the
following interfaces

7.2.1 In SBC-SWBT, CLEC may receive Bill Plus™, an eectronic verson of itsbill,
as described in, and in accordance with, SBC-SWBT’s Locd Exchange Taiff.

7.2.2 In SBC-SWBT, CLEC may dso view hilling informetion through the Bill
Information interface.  Bill Information will be accessble via SBC-SWBT
Toolbar.

7.2.3 In SBC-7STATE, CLEC may receive a mechanized bill format via the EDI
811 transaction set.

7.24 InSBC-12STATE, CLEC may receive dectronicdly a Usage Extract Feed, or
in SNET, a Daly Usage Feed (DUF). On a daily basis, this feed provides
information on the usage hilled to its accounts for Resde servicesin the industry
gandardized EMR format.

7.25 In SBC-7STATE, CLEC may receive Loca Disconnect Report records (via
CARE records) or, in SNET Loss Natification File (via CARE-like records),
eectronicdly, that indicate when CLEC's End Users change their Competitive
Locd Exchange Carier. In SBC-AMERITECH thisinformation is provided
viathe EDI 836 transaction st.

7.2.6 In SNET, CLEC may recaeive a Billing Detall File on cartridge or magnetic
tape.
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7.2.7 In SBC-AMERITECH, CLEC may receive a mechanized hill viathe SBC-
AMERITECH Electronic Billing System (AEBYS) transaction .

8. REMOTE ACCESSFACILITY

8.1

8.2

8.3

8.4

8.5

For the SBC-SWBT region, CLEC must access the following OSS interfaces via a
CLEC Remote Access Facility (LRAF) located in Dallas, Texas. R EASE; B-EASE;
DataGate; EDI-Ordering; SORD; Electronic Bonding via EDI/SSL or CORBA; and
via Toolbar, Trouble Adminigtration, Order Status, Provisioning Order Status, Verigate,
LEX, and Bill Information. Connection to the LRAF will be established via a “port”
ether through did-up or direct connection as described in Section 8.3. CLEC may
utilize a port to access these interfaces to perform the supported functions in any SBC-
SWBT state where CLEC has executed an Appendix OSS.

In PACIFIC and NEVADA regions, CLEC must access the following OSS interfaces
viaa CLEC Remote Access Facility (PRAF) located in Fairfield, Cdiforniac StarWriter;
DataGate; EDI-Ordering; SORD; Electronic Bonding via EDI/SSL or CORBA; and
via Toolbar Verigate, LEX, Order Status, PBSM, and Provisoning Order Status.

Connection to the PRAF will be established viaa“port” ether through did-up or direct
connection as described in Section 8.3. CLEC may utilize a port to access these
interfaces to perform the supported functions in PACIFIC or NEVADA where CLEC
has executed an Appendix OSS and purchases System Access in that state.

For SBC-7STATE, CLEC may use three types of access. Switched, Private Line, and
Frame Relay. For Private Line and Frame Relay “Direct Connections,” CLEC shall
provide its own router, circuit, and two Channd Service UnitgData Service Units
(CSU/DSV). The demarcation point shall be the router interface at the LRAF and/or
PRAF. Switched Access “Dia-up Connections’ require CLEC to provide its own
modems and connection to the SBC-SWBT LRAF and the PACIFIC PRAF. CLEC
shdl pay the cost of the cdll if Switched Accessis used.

For SBC-7STATE, CLEC shdl use TCP/IP to access SBC-7STATE OSSviathe
LRAF and the PRAF. In addition, each CLEC shdl have one valid Internet Protocol
(IP) network address per region. CLEC shal maintain a user-id /password unique to
eech individud for accessng a SBC-SWBT OSS and PACIFIC OSS on CLEC's
behdf. CLEC shdl provide estimates regarding its volume of transactions, number of
concurrent users, desired number of private line or diad-up (switched) connections, and
length of atypica sesson.

For SBC-7STATE, CLEC shdl attend and participate in implementation meetings to
discuss CLEC LRAF/PRAF access plans in detall and schedule testing of such
connections.
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For SBC-AMERITECH, CLEC may use four types of access. DSO (56KB), DS1
(1.5MB), dedicated and Frame Relay (D0 and DS1). CLEC shal provide its own
router, circuit, and two Channd Service Units/Data Service Units (CSU/DSU). CLEC
must use alega |P address for its end of the connection.

For SNET region, CLEC may use a private line connection. The CLEC shdl provide
and maintain own router and CSU/DSU.

DATA CONNECTION SECURITY REQUIREMENTS

9.1

9.2

CLEC agrees tha interconnection of AT& T data facilities with SBC-13STATE data
facilities for access to OSS will be in compliance with SBC-13STATE’s Compstitive
Locd Exchange Carrier (CLEC) Operations Support System Interconnection
Procedures document current at the time of initid connection to a RAF. The following
additional terms in this Section 8 govern direct and did up connections between AT& T
and the PRAF and LRAF for access to OSS Interfaces.

Joint Security Requirements:

9.2.1 Both Paties will mantan accurate and auditable records that monitor user
authentication and machine integrity and confidentidity (eg., password
assignment and aging, chronologica logs configured, system accounting data,
etc.)

9.2.2 Both Paties shdl mantan accurate and complete records detailing the
individual data connections and systems to which they have granted the other
Party access or interface privileges. These records will include, but are not
limited to, userlD assgnment, user request records, system configuration, and
time limits of user access or system interfaces. These records should be kept
until the termination of this Agreement or the termination of the requested access
by the identified individua. Either Party may initiate a compliance review of the
connection records to verify that only the agreed to connections are in place and
that the connection records are accurate.

9.2.3 Each Paty dhdl notify the other paty immediately, upon terminaion of
employment of an individua user with approved access © the other Party’s
network.

9.24 Both Parties shdl use an industry standard virus detection software program at
dl times. The Parties shdl immediatdy advise each other by telephone upon
actua knowledge that a virus or other malicious code has been transmitted to
the other Party.
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All physical access to equipment and services required to tranamit data will be
in secured locations. Verification of authorization will be required for access to
al such secured locations. A secured location is where walls and doors are
constructed and arranged to serve as barriers and to provide uniform protection
for dl equipment used in the data connections which are made as a result of the
user’s access to either the CLEC or SBC-13STATE network. At aminimum,
this shal include: access doors equipped with card reader control or an
equivaent authentication procedure and/or device, and egress doors which
generate a rea-time darm when opened and which are equipped with tamper
resistant and panic hardware as required to meet building and safety standards.

Both Parties shal maintain accurate and complete records on the card access
system or lock and key adminigration to the rooms housing the equipment
utilized to make the connection(s) to the other Party’ s network. These records
will include management of card or key issue, activation or digtribution and
desctivetion.

Additional Responsibilities of Both Parties:

931

9.3.2

9.33

934

Modem/DSU Maintenance And Use Palicy: To the extent the access provided
hereunder involves the support and maintenance of AT& T equipment on SBC-
13STATE’s premises, such maintenance will be provided under the terms of
the Competitive Loca Exchange Carrier (CLEC) Operations Support System
I nterconnection Procedures document cited above.

Monitoring: Each Party will monitor its own network relaing to any user's
access to the Party’s networks, processing systems, and gpplications.  This
information may be collected, retained, and andyzed to identify potentid
security riskswithout notice. This information may include, but is not limited to,
trace files, gatistics, network addresses, and the actual data or screens
accessed or transferred.

Each Party shdl notify the other Party’s security organization immediately upon
initil discovery of actud or suspected unauthorized access to, misuse of, or
other “at risk” conditions regarding the identified data facilities or information.
Each Party shdl provide a specified point of contact. If either Party suspects
unauthorized or ingppropriate access, the Parties shall work together to isolate
and resolve the problem.

In the event that one Party identifies incongstencies or lgpses in the other
Party’ s adherence to the security provisions described herein, or a discrepancy
is found, documented, and delivered to the non-complying Party, a corrective
action plan to address the identified vulnerabilities must be provided by the non
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complying Party within thirty (30) caendar days of the deate of the identified
inconggency. The corrective action plan must identify what will be done, the
Party accountable/responsible, and the proposed compliance date. The non-
complying Party must provide periodic status reports (minimally monthly) to the
other Party's security organization on the implementation of the corrective action
plan in order to track the work to completion.

In the event there are technologica condtraints or Situations where either Party’s
corporate security requirements cannot be met, the Parties will ingtitute mutuely
agreed upon aternative security controls and safeguards to mitigate risks.

All network-related problems will be managed to resolution by the respective
organizations, AT& T or SBC-13STATE, as appropriate to the ownership of a
faled component. As necessary, AT&T and SBC-13STATE will work
together to resolve problems where the respongbility of either Party is not easly
identified.

Information Security Policies And Guidédines For Access To Computers,
Networksand Information By Non-Employee Per sonnel:

94.1

94.2

Information security policies and guidelines are designed to protect the integrity,
confidentidity and availability of computer, networks and informeation resources.
Section 9.5 — 9.11 summarizes the generd policies and principles for individuds
who are not employees of the Party that provides the computer, network or
information, but have authorized access to that Party’s systems, networks or
information. Questions should be referred to AT&T or SBC-13STATE,
respectively, as the providers of the computer, network or information in
question.

It is each Party’ s respongibility to notify its employees, contractors and vendors
who will have access to the other Party’s network, on the proper security
respongbilities identified within this Attachment. Adherence to these policiesisa
requirement for continued access to the other Party’s systems, networks or
information.  Exceptions to the policies must be requested in writing and
approved by the other Party’ s information security organization

General Policies:

951

Each Party’ s resources are for approved business purposes only.
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Each Party may exercise a any time its right to ingpect, record, and/or remove
dl information contained in its systems, and take gppropriate action should
unauthorized or improper usage be discovered.

Individuas will only be given access to resources that they are authorized to
receive and which they need to perform ther job duties. Users must not
attempt to access resources for which they are not authorized.

Authorized users must not develop, copy or use any program or code which
circumvents or bypasses sysem security or privilege mechanism or distorts
accountability or audit mechanisms.

Actud or suspected unauthorized access events must be reported immediately
to each Party’s security organization or to an aternate contact identified by
that Party. Each Party shdl provide its respective security contact information
to the other.

User Identification:

9.6.1

9.6.2

9.6.3

Access to each Party’s corporate resources will be based on identifying and
authenticating individua users in order to maintain cear and persond
accountability for each user’s actions.

User identification shdl be accomplished by the assgnment of a unique,
permanent userlD, and each userlD shal have an associated identification
number for security purposes.

Users will be revdidated on amonthly basis.

Usar Authentication:

971

9.7.2

9.7.3

9.74

Users will usudly be authenticated by use of a password. Strong authentication
methods (e.g. one time passwords, digital signatures, eic.) may be required in
the future.

Passwords must not be stored in script files.
Passwords must be entered by the user in redl time.

Passwords must be at least 6-8 charactersin length, not blank or arepesat of the
userlD; contain at least one letter, and at least one number or specia character
must be in a pogtion other than the firgt or last one. This format will ensure that
the password is hard to guess. Mot systems are capable of being configured
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to automaticaly enforce these requirements. Where a system does not
mechanically require this format, the users must manualy follow the format.

9.7.5 Sysemswill require users to change their passwords regularly (usudly every 31
days).

9.7.6 Systems are to be configured to prevent users from reusing the same password
for 6 changes/months.

9.7.7 Persona passwords must not be shared. A user who has shared his password
is responsible for any use made of the password.

Access and Session Control:

9.8.1 Dedtination redtrictions will be enforced a remote access facilities used for
access to OSS Interfaces. These connections must be approved by each
Party’ s corporate security organization.

9.8.2 Terminds or other input devices must not be left unattended while they may be
used for system access. Upon completion of each work session, terminas or
workgtations must be properly logged off.

User Authorization:

9.9.1 On the dedtination system, users are granted access to specific resources (e.g.
databases, files, transactions, efc.). These permissons will usudly be defined
for an individual user (or user group) when a userlD is gpproved for access to
the system.

Software And Data I ntegrity:

9.10.1 Each Party shal use a comparable degree of care to protect the other Party’s
software and data from unauthorized access, additions, changes and deletions
as it uses to protect its own Smilar software and data This may be
accomplished by physica security at the work location and by access control
software on the workstation.

9.10.2 Untrusted software or data shal be scanned for viruses before use on a Party’s
corporate facilities that can be accessed through the direct connection or dia up
access to OSS interfaces.

9.10.3 Unauthorized use of copyrighted software is prohibited on each Party’s
corporate systems that can be access through the direct connection or dia up
access to OSS Interfaces.



10.

APPENDIX OSS-RESALE - SBC-13STATE
PAGE 24 OF 26

SBC-13STATE/CLEC

090700

9.10.4 Proprietary software or information (whether eectronic or paper) of a Party

shdl not be given by the other Party to unauthorized individuads. When it is no
longer needed, each Party’s proprietary software or information shal be
returned by the other Party or disposed of securely. Paper copies ddl be
shredded. Electronic copies shall be overwritten or degaussed.

9.11 Monitoring And Audit:

9.11.1 To deter unauthorized access events, a warning or no trespassing message will

be digplayed at the point of initid entry (i.e., network entry or gpplicationswith
direct entry points). Each Party should have severd approved versions of this
message. Users should expect to see awarning message smilar to this one:

"This is a (SBC-13STATE or AT&T) system restricted to Company
official business and subject to being monitored at any time. Anyone using
this system expressly consents to such monitoring and to any evidence of
unauthorized access, use, or modification being used for criminal
prosecution.”

9.11.2 After successful authentication, each sesson will display the last logon datetime

and the number of unsuccessful logon attempts. The user is responsible for
reporting discrepancies.

OPERATIONAL READINESS TEST (ORT) FOR ORDERING/PROVISIONING
AND REPAIR/ MAINTENANCE INTERFACES

10.1 Prior b live access to interface functiondity, the Parties must conduct Operationd

10.2

Readiness Tegting (ORT), which will dlow for the testing of the systems, interfaces, and
processes for the OSS functions. ORT will be completed in conformance with agreed
upon processes and implementation dates.

Prior to live systlem usage, CLEC must complete user education classes for SBC-
13STATE-provided interfaces that affect the SBC-13STATE network. Course
descriptions for dl available classes by region are posted on the CLEC website in the
Customer Education section. CLEC Training schedules by region are dso available on
the CLEC website and are subject to change, with class lengths varying. Classes are
train-the-trainer format to enable CLEC to devise its own course work for its own
employees. Charges as specified below will gpply for each class:
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Training Rates

5day 45day 4day 35day 3day 25day 2day 15day 1lday 1/2day
class class class class class class class class class class

1to 5 students
6 students

7 students

8 students

9 students

10 students

11 students

12 students

$4,050 $3650 $3240 $2835 $2430 $2025 $1620 $1,215 $810 $405
$4,860 $4380 $3890 $3402 $2915 $2430 $1945 $1455 $970 $490
$670 $5100 $4535 $3969 $3400 $2835 $2270 $1,705 $1,135 $570
$6,480 $5830 $5185 $4536 $3890 $3240 $2590 $1,950 $1,300 $650
$7290 $6570 $5830 $5103 $4375 $3645 $2915 $2190 $1,460 $730
$100 $7300 $6480 $5670 $4860 $4050 $3240 $2430 $1,620 $310
$8910 $8030 $7130 $6237 $H345 $4455 $3565 $2670 $1,780 $890
$9,720  $8760 $7,780 $6804 $5830 $4860 $3890 $2920 $1945 $970

10.3

104

105

10.6

10.7

A separate agreement will be required as a commitment to pay for a gpecific number of
CLEC students in each class. CLEC agrees that charges wil be billed by SBC-
13STATE and CLEC payment is due thirty (30) days following the bill date. CLEC
agreesthat personnel from other competitive Loca Service Providers may be scheduled
into any cdlass to fill any seats for which the CLEC has not contracted. Class availability
is fird-come, first served with priority given to CLECs who have not yet attended the
specific class.

Class dates will be based upon SBC-13STATE avallability and will be coordinated
among CLEC, the CLEC's SBC-13STATE Account Manager, and SBC-13STATE
Industry Markets CLEC Training Product Management.

CLEC agrees to pay the cancdlation fee of the full price noted in the separate
agreement if CLEC cancels scheduled classes less than two (2) weeks prior to the
scheduled dsart date. CLEC agrees to provide to SBC-13STATE completed
regidration forms for each student no later than one week prior to the scheduled training
class.

CLEC agrees that CLEC personnd atending classes are to utilize only training
databases and training presented to them in class. Attempts to access any other SBC-
13STATE system are drictly prohibited.

CLEC further agrees that training materia, manuas and indructor guides can be
duplicated only for internd use for the purpose of training employees to utilize the
cagpabilitiesof SBC-13STATE’s OSS in accordance with this Appendix and shdl be
deemed “Proprietary Information” and subject to the terms, conditions and limitations of
Section 20 of the Generd Terms and Conditions.

11. MISCELLANEOUS CHARGES

111

For SBC-SWBT region only, CLEC requesting the Bill Plus™, as described in 7.2.1,
agrees to pay applicable tariffed rate, less Resde discount.
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For SBC-7STATE, CLEC requedting the billing function for Usage Billable Records,
as described in 7.2.4 and 7.3.3, agrees to pay established rates pursuant to Appendix
Pricing.

For SBC-7STATE, CLEC requesting the Loca Disconnect Report, as described in
7.2.5 and 7.3.4, agrees to pay established rates pursuant to Appendix Pricing.

For SBC-13STATE, should CLEC request custom development of an exclusve
interface to support OSS functions, such development will be consdered by SBC-
13STATE on an Individual Case Basis (ICB) and priced as such.

SNET will charge for the Billing Detall File, Daily Usage Feed, and Loss Natification
File at ratesfiled and approved by DPUC.

APPLICABILITY OF OTHER RATES, TERMSAND CONDITIONS

121

Every resde sarvice provided hereunder, shal be subject to dl rates, terms and
conditions contained in this Agreement which are legitimately related to such resde
sarvice. Without limiting the generd applicability of the foregoing, the following terms
and conditions of the Generd Terms and Conditions are specificdly agreed by the
Parties to be legitimately related to, and to be gpplicable to, each resde service
provided hereunder: introduction, definitions, interpretation, condruction and
severability; description and charges of services notice of changes, generd
responghilities of the Parties, effective date, term and termination; fraud by end users,
depodts, billing and payment of charges nonpayment and procedures for
disconnection; services, additiond terms applicable to resde of sarvices, ancillary
savices, network and service order conditions, dispute resolution;  audits;
responghbilities of SWBT; disclaimer of representations and warranties; limitation of
ligbility; responghilities of CLEC; indemnification; remedies, intelectud property;
notices, publicity and use of trademarks or service marks, no license; confidentidity;
intervening law; governing law; regulatory approva; changesin End User locd exchange
service provider selection; compliance and certification; law enforcement; no third party
beneficiaries, disclamer d agency; relationship of the Partiesindependent contractor;
subcontracting; delegetion to affiliate; assgnment; force mgeure; taxes, non-waiver;
customer inquiries, expenses, conflicts of interest; surviva; gppendices incorporated by
reference; authority; counterparts; amendments and modifications, and entire agreement.



